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No matter how much 
money a company invests 
in security controls, 
humans will always defeat 
them. Layer 8 is all about 
how we train humans,
empower them, monitor 
them or, in certain instances, 
take them out of the loop.

So�ware is being developed 
faster than it can be
secured. Cybersecurity 
needs to be shi�ed-le� in 
the application development 
process and embedded 
from the start.

As businesses and
consumers create richer 
digital footprints, stronger 
regulation and consumer 
preferences will drive
investment in data protection 
and data privacy solutions.

The enterprise perimeter 
is nearly obsolete thanks 
to accelerated digital 
transformation and the 
shi� to remote work.
The future will require a
renewed focus on identity 
and zero trust solutions.

More internet-connected 
devices means more
vulnerabilities. Each
vulnerability represents a 
potential breach-point 
into an organisation or to 
private data.

More attacks and alerts, 
with less sta� to handle 
the volume, means security 
must get smarter by using 
artificial intelligence and 
automation.

As ransomware increases 
and digital infrastructure  
becomes 'business-critical', 
it is more important than 
ever to manage cybersecurity 
resilience proactively, and 
to be ready to rapidly
recover from attacks at any 
time.

A massive shi� to hybrid 
and multi-cloud will drive 
a focus on configuration 
management and so�ware 
as a service (SaaS) security.

Rate of acceleration

82%
of breaches involved the human element in 2022, including 
the use of stolen credentials, phishing, misuse, or human 
error (Verizon, Data Breach Investigations Report, 2022)

#2
Phishing specifically was the second most common cause of a breach 
(16%) and also the costliest, averaging USD 4.91 million in breach costs 
(IBM, Cost of a Data Breach, 2022)

September 2022 saw dra� 
proposal for a

Cyber Resilience Act

published by European 
Commission

Ransomware increased by 
nearly 

13%

(Verizon, Data Breach
Investigations Report, 
2022)

The 8 Themes Driving the Future 
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No change from 2022
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Important Information 
Marketing communications issued in the European Economic Area (“EEA”): This document has been issued and approved by WisdomTree Ireland 
Limited, which is authorised and regulated by the Central Bank of Ireland. 

Marketing communications issued in jurisdictions outside of the EEA: This document has been issued and approved by WisdomTree UK Limited, 
which is authorised and regulated by the United Kingdom Financial Conduct Authority. 

WisdomTree Ireland Limited and WisdomTree UK Limited are each referred to as “WisdomTree” (as applicable). Our Conflicts of Interest Policy and
Inventory are available on request.  

For professional clients only. The information contained in this document is for your general information only and is neither an o�er for sale nor
a solicitation of an o�er to buy securities or shares. This document should not be used as the basis for any investment decision. Investments may 
go up or down in value and you may lose some or all of the amount invested. Past performance is not necessarily a guide to future performance. 
Any decision to invest should be based on the information contained in the appropriate prospectus and a�er seeking independent investment, 
tax and legal advice.  

This document is not, and under no circumstances is to be construed as, an advertisement or any other step in furtherance of a public o�ering of 
shares or securities in the United States or any province or territory thereof. Neither this document nor any copy hereof should be taken, transmitted 
or distributed (directly or indirectly) into the United States.  

This document may contain independent market commentary prepared by WisdomTree based on publicly available information. Although
WisdomTree endeavours to ensure the accuracy of the content in this document, WisdomTree does not warrant or guarantee its accuracy or
correctness. Any third party data providers used to source the information in this document make no warranties or representation of any kind
relating to such data. Where WisdomTree has expressed its own opinions related to product or market activity, these views may change. Neither
WisdomTree, nor any a�iliate, nor any of their respective o�icers, directors, partners, or employees accepts any liability whatsoever for any direct
or consequential loss arising from any use of this document or its contents. 

This document may contain forward looking statements including statements regarding current expectations or beliefs with regards to the
performance of certain assets classes and/or sectors. Forward looking statements are subject to certain risks, uncertainties and assumptions.
There can be no assurance that such statements will be accurate and actual results could di�er materially from those anticipated in such statements. 
WisdomTree strongly recommends that you do not place undue reliance on these forward-looking statements. 

Any historical performance included in this document may be based on back testing. Back testing is the process of evaluating an investment strategy 
by applying it to historical data to simulate what the performance of such strategy would have been. However, back tested performance is purely
hypothetical and is provided in this document solely for informational purposes. Back tested data does not represent actual performance and should 
not be interpreted as an indication of actual or future performance.  

Team8 Disclosure
This The 8 Themes Driving the Future of Cybersecurity in 2023 Infographic represents the opinions of Team8 Labs Inc. (“Team8”) and is for
informational purposes only. You should not treat any opinion expressed by Team8 as a specific inducement to make an investment in any security, 
but only as an expression of Team8’s opinions. Team8’s statements and opinions are subject to change without notice. Team8 is not registered as an 
investment adviser under the Investment Advisers Act of 1940, as amended (the “Advisers Act”), and relies upon the “publishers’ exclusion” from the 
definition of investment adviser under Section 202(a)(11) of the Advisers Act. As such, the information contained in this The 8 Themes Driving the 
Future of Cybersecurity in 2023 Infographic does not take into account any particular investment objectives, financial situation or needs and is not
intended to be, and should not be construed in any manner whatsoever as, personalized investment advice. The information in this The 8 Themes 
Driving the Future of Cybersecurity in 2023 Infographic is provided for informational and discussion purposes only and is not intended to be, and shall 
not be regarded or construed as, a recommendation for a transaction or investment or financial, tax, investment or other advice of any kind by Team8. 
You should determine on your own whether you agree with the information contained in this The 8 Themes Driving the Future of Cybersecurity in 2023 
Infographic. Certain of the securities referenced in this The 8 Themes Driving the Future of Cybersecurity in 2023 Infographic may currently, or from 
time to time, be constituents of an index developed and maintained by WisdomTree Investments, Inc. using data provided by Team8, which has been 
or will be licensed for a fee to one or more investment funds. In addition, certain o�icers or employees of Team8 or funds or other persons or entities 
a�iliated or associated with Team8 may hold shares of, be o�icers or directors of, or otherwise be associated with some or all of the issuers of the
securities referenced in this The 8 Themes Driving the Future of Cybersecurity in 2023 Infographic or included in such index. Team8 expressly
disclaims all liability with respect to any act or omission taken based on, and makes no warranty or representation regarding, any of the information 
included in this The 8 Themes Driving the Future of Cybersecurity in 2023 Infographic.


